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Abstract: 

Machine Learning techniques are increasingly used in the field of Security. They are 
applied to solve quite different problems, ranging from Intrusion Detection to 
Biometric Authentication, from Code Analysis to Network Traffic analysis, and in 
many privacy-related scenarios. 

Furthermore, the support of Machine Learning algorithms is becoming essential as 
security problems face an increasing complexity in terms of the amount of data that 
needs to be analyzed and of the number and diversity of the attacks and vulnerabilities 
that need to be detected. 

This workshop aims at providing such forum for researchers, practitioners and 
developers from different background areas such as artificial intelligence, data mining, 
machine learing, information security and privacy protection, to exchange the latest 
experience, research ideas and synergic research and development related with the 
design and usage of Machine Learning techniques and algorithms in Cyber Security. 

Scope and Topics: 

The objective of this workshop is to invite authors to submit original manuscripts that 
demonstrate and explore current advances in all aspects of machine learning and its 
security applications. The workshop solicits novel papers on a broad range of topics, 
including but not limited to: 

 machine learning to advance cyber security analytics   
 deep learning applied to security and privacy   
 machine learning for malware analysis and classification   
 machine learning for anomaly detection   
 biometric authentication   
 machine learning for discovering vulnerabilities and attacks   
 machine learning used for large scale security analysis   
 privacy-preserving machine learning   
 privacy-preserving classifier learning   
 machine Learning on Encrypted Data   
 learning in presence of a Security adversary   
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